
Mohamed Fadel Moumeni
Full Stack developer / Application Security Engineer
Agadir, Morocco | 22 y.o | On-Site, Hybrid, Remote
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GENERAL INFORMATION

Experienced Full-Stack Engineer & Information Security Engineer with over 4 years of expertise in

enterprise-level development. I have successfully contributed to more than 10 projects across Web,

Mobile, and Security domains, including international initiatives. I am committed to continuously

enhancing my skills and leveraging optimal, e�cient solutions for every task. Proficient in TypeScript,

Node.js, React, and Next.js for the past four years, I possess extensive experience in building performant

and reliable backend and frontend applications.

WORK EXPERIENCE

Invygo FZ-LLC, Remote— Software Engineer & Application Security Engineer
September 2023- Present

Contributing in building the most powerful renting car system

- Conducting penetration testing for all company digital assets, including APIs, web applications, and
mobile applications.

- Successfully resolved and fixed over 60 vulnerabilities that I reported.
- Conducting regular code reviews to identify hidden vulnerabilities.
- Integrating security tools into the codebase and CI/CD pipeline, such as Snyk, SonarQube, and Trivy.
- Contributed to the API design and implementation to ensure compliance with security and
performance checklists.

- Overseeing the company's processes and operations to ensure compliance with PCI standards.
- Contributed in shaping up ideas that made it into final release like gas savings which encourage end

Self Employed, Remote— Owner
February 2022- Present

In 2022, I launched my online business in the cybersecurity industry, assisting a diverse range of
companies—ranging from small startups to large organizations—in securing their digital assets. Notable
collaborations include working with Dubai-based firms such as JustLife (6$M), as well as Moroccan
startups like Shipsen (4$M) and Chari (3$M).

Fikralabs, On-Site— Full Stack engineer
February 2021- 2023

Contributed to the development of multiple projects at FikraLabs Agency

- Contributing to the development of frontend applications using Typescript, React and Next.js.
- Contributing to the development of backend applications using Node and Nestjs.
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- Contributed in the API design, specs, DX and UX
- Configured unit, integration and E2E tests, linting, formatting, pre-commit, CI/CD with Vercel and
GitHub action

- Deliver comprehensive security services to our clients.
- Leading a team of engineers to deliver client projects e�ectively.
- Leading a Full-Stack Bootcamp at the company, where I conduct multiple workshops for our students
- Participating in client negotiations to identify the best IT solutions tailored to their needs.
- Wrote documentation about each frontend codebase, code review process etc...

Bug Bounty Hunter , Remote— Hackerone
March 2020 - 2023

In my free time, I participate in bug bounty programs, including those for LinkedIn, Toyota, and
Deliveroo, where I report security issues and collaborate with their teams to resolve them. I achieved a
rank of 4th in the Deliveroo public program, which involved thousands of participating hackers

EDUCATION

Faculty of science, Agadir, Morocco— Licentiate degree
November 2019 - June 2021

Exploring the fundamentals of mathematics and programming

Bn Hazem, Tiznit, Morocco— High School
November 2016 - June 2019

Learned basic math mostly, especially Linear algebra, calculus & statistics.

TECHNICAL SKILLS

 Front end development:

 HTML / CSS / JavaScript / TypeScript / React / Next js / Tailwind Css / Styled-components / React-query /
Redux /

 Version control:

 Git

Back end development:
Node js / Rest API / Serverless / TypeORM / NestJs / Express js / Microservices

Data:
Redis / MongoDB / Firebase / MySQL / Postgres

Security:
Burp Suite / Nmap / Owasp Zap / Metasploit / Code Review / Web Application Pentesting / Mobile
application Pentesting / API Hacking / Kali Limux

 Graphic and UI/UX Design:

 Figma

 Other:
Docker / Prometheus / RabbitMQ



 
AWARDS

Linkedin Hall of Fame Recognized by Linkedin and multiple companies
https://hackerone.com/medmed2002

TrendMicro Hall of Fame Recognized by the TrendMicro Security Team in 2023.
https://success.trendmicro.com/en-US/vulnerability-response/

Apple Hall of Fame Recognized by the Apple Security Team in January 2024.
https://support.apple.com/en-us/102774

LANGUAGES

English, Arabic and French
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